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pseudoephedrine, and phenylpropanola-
mine include their salts, optical iso-
mers, and salts of optical isomers.

(ii) Scheduled listed chemical prod-
uct does not include any product that
is a controlled substance under part
1308 of this chapter. In the absence of
such scheduling by the Attorney Gen-
eral, a chemical specified in paragraph
(b)(34)(i) of this section may not be
considered to be a controlled sub-
stance.

(35) The term regulated seller means a
retail distributor (including a phar-
macy or a mobile retail vendor), except
that the term does not include an em-
ployee or agent of the distributor.

(36) The term mobile retail vendor
means a person or entity that makes
sales at retail from a stand that is in-
tended to be temporary or is capable of
being moved from one location to an-
other, whether the stand is located
within or on the premises of a fixed fa-
cility (such as a kiosk at a shopping
center or an airport) or whether the
stand is located on unimproved real es-
tate (such as a lot or field leased for re-
tail purposes).

(87) The term at retail, with respect to
the sale or purchase of a scheduled list-
ed chemical product, means a sale or
purchase for personal use, respectively.

[62 FR 13941, Mar. 24, 1997; 62 FR 15392, Apr.
1, 1997; 67 FR 14859, Mar. 28, 2002, as amended
at 68 FR 23203, May 1, 2003; 68 FR 57803, Oct.
7, 2003; 71 FR 56023, Sept. 26, 2006; 72 FR 17406,
Apr. 9, 2007; 72 FR 37448, July 10, 2007] \

§1300.03 Definitions relating to elec-
tronic orders for controlled sub-
stances and electronic prescriptions
for controlled substances.

For the purposes of this chapter, the
following terms shall have the mean-
ings specified:

Application service provider means an
entity that sells electronic prescrip-
tion or pharmacy applications as a
hosted service, where the entity con-
trols access to the application and
maintains the software and records on
its servers.

Audit trail means a record showing
who has accessed an information tech-
nology application and what operations
the user performed during a given pe-
riod.
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Authentication means verifying the
identity of the user as a prerequisite to
allowing access to the information ap-
plication.

Authentication protocol means a well
specified message exchange process
that verifies possession of a token to
remotely authenticate a person to an
application.

Biometric authentication means au-
thentication based on measurement of
the individual’s physical features or re-
peatable actions where those features
or actions are both distinctive to the
individual and measurable.

Biometric subsystem means the hard-
ware and software used to capture,
store, and compare biometric data. The
biometric subsystem may be part of a
larger application. The biometric sub-
system is an automated system capable
of:

(1) Capturing a biometric sample
from an end user.

(2) Extracting and processing the bio-
metric data from that sample.

(3) Storing the extracted information
in a database.

(4) Comparing the biometric data
with data contained in one or more ref-
erence databases.

(5) Determining how well the stored
data matches the newly captured data
and indicating whether an identifica-
tion or verification of identity has been
achieved.

Cache means to download and store
information on a local server or hard
drive.

Certificate policy means a named set
of rules that sets forth the applica-
bility of the specific digital certificate
to a particular community or class of
application with common security re-
quirements.

Certificate revocation list (CRL) means
a list of revoked, but unexpired certifi-
cates issued by a certification author-
ity.

Certification authority (CA) means an
organization that is responsible for
verifying the identity of applicants, au-
thorizing and issuing a digital certifi-
cate, maintaining a directory of public
keys, and maintaining a Certificate
Revocation List.

Certified information systems auditor
(CISA) means an individual who has
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been certified by the Information Sys-
tems Audit and Control Association as
qualified to audit information systems
and who performs compliance audits as
a regular ongoing business activity.

Credential means an object or data
structure that authoritatively binds an
identity (and optionally, additional at-
tributes) to a token possessed and con-
trolled by a person.

Credential service provider (CSP)
means a trusted entity that issues or
registers tokens and issues electronic
credentials to individuals. The CSP
may be an independent third party or
may issue credentials for its own use.

CSOS means controlled substance or-
dering system.

Digital certificate means a data record
that, at a minimum—

(1) Identifies the certification au-
thority issuing it;

(2) Names or otherwise identifies the
certificate holder;

(3) Contains a public key that cor-
responds to a private key under the
sole control of the certificate holder;

(4) Identifies the operational period;
and

(5) Contains a serial number and is
digitally signed by the certification au-
thority issuing it.

Digital signature means a record cre-
ated when a file is algorithmically
transformed into a fixed length digest
that is then encrypted using an asym-
metric cryptographic private key asso-
ciated with a digital certificate. The
combination of the encryption and al-
gorithm transformation ensure that
the signer’s identity and the integrity
of the file can be confirmed.

Digitally sign means to affix a digital
signature to a data file.

Electronic prescription means a pre-
scription that is generated on an elec-
tronic application and transmitted as
an electronic data file.

Electronic prescription application pro-
vider means an entity that develops or
markets electronic prescription soft-
ware either as a stand-alone applica-
tion or as a module in an electronic
health record application.

Electronic signature means a method
of signing an electronic message that
identifies a particular person as the
source of the message and indicates the
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person’s approval of the information
contained in the message.

False match rate means the rate at
which an impostor’s biometric is false-
ly accepted as being that of an author-
ized user. It is one of the statistics
used to measure biometric performance
when operating in the verification or
authentication task. The false match
rate is similar to the false accept (or
acceptance) rate.

False non-match rate means the rate
at which a genuine user’s biometric is
falsely rejected when the user’s bio-
metric data fail to match the enrolled
data for the user. It is one of the statis-
tics used to measure biometric per-
formance when operating in the
verification or authentication task.
The false match rate is similar to the
false reject (or rejection) rate, except
that it does not include the rate at
which a biometric system fails to ac-
quire a biometric sample from a gen-
uine user.

FIPS means Federal Information
Processing Standards. These Federal
standards, as incorporated by reference
in §1311.08 of this chapter, prescribe
specific performance requirements,
practices, formats, communications
protocols, etc., for hardware, software,
data, etc.

FIPS 140-2, as incorporated by ref-
erence in §1311.08 of this chapter,
means the National Institute of Stand-
ards and Technology publication enti-
tled ‘‘Security Requirements for Cryp-
tographic Modules,” a Federal stand-
ard for security requirements for cryp-
tographic modules.

FIPS 180-2, as incorporated by ref-
erence in §1311.08 of this chapter,
means the National Institute of Stand-
ards and Technology publication enti-
tled ‘‘Secure Hash Standard,” a Fed-
eral secure hash standard.

FIPS 180-3, as incorporated by ref-
erence in §1311.08 of this chapter,
means the National Institute of Stand-
ards and Technology publication enti-
tled ‘“Secure Hash Standard (SHS),” a
Federal secure hash standard.

FIPS 186-2, as incorporated by ref-
erence in §1311.08 of this chapter,
means the National Institute of Stand-
ards and Technology publication enti-
tled ‘‘Digital Signature Standard,” a
Federal standard for applications used
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to generate and rely upon digital signa-
tures.

FIPS 186-3, as incorporated by ref-
erence in §1311.08 of this chapter,
means the National Institute of Stand-
ards and Technology publication enti-
tled ‘‘Digital Signature Standard
(DSS),” a Federal standard for applica-
tions used to generate and rely upon
digital signatures.

Hard tokem means a cryptographic
key stored on a special hardware device
(e.g., a PDA, cell phone, smart card,
USB drive, one-time password device)
rather than on a general purpose com-
puter.

Identity proofing means the process by
which a credential service provider or
certification authority validates suffi-
cient information to uniquely identify
a person.

Installed electronic prescription applica-
tion means software that is used to cre-
ate electronic prescriptions and that is
installed on a practitioner’s computers
and servers, where access and records
are controlled by the practitioner.

Installed pharmacy application means
software that is used to process pre-
scription information and that is in-
stalled on a pharmacy’s computers or
servers and is controlled by the phar-
macy.

Intermediary means any technology
system that receives and transmits an
electronic prescription between the
practitioner and pharmacy.

Key pair means two mathematically
related keys having the properties
that:

(1) One key can be used to encrypt a
message that can only be decrypted
using the other key; and

(2) BEven knowing one key, it is
computationally infeasible to discover
the other key.

NIST means the National Institute of
Standards and Technology.

NIST SP 800-63-1, as incorporated by
reference in §1311.08 of this chapter,
means the National Institute of Stand-
ards and Technology publication enti-
tled ‘‘Electronic Authentication Guide-
line,” a Federal standard for electronic
authentication.

NIST SP 800-76-1, as incorporated by
reference in §1311.08 of this chapter,
means the National Institute of Stand-
ards and Technology publication enti-
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tled ‘“‘Biometric Data Specification for
Personal Identity Verification,” a Fed-
eral standard for biometric data speci-
fications for personal identity
verification.

Operating point means a point chosen
on a receiver operating characteristic
(ROC) curve for a specific algorithm at
which the biometric system is set to
function. It is defined by its cor-
responding coordinates—a false match
rate and a false non-match rate. An
ROC curve shows graphically the trade-
off between the principal two types of
errors (false match rate and false non-
match rate) of a biometric system by
plotting the performance of a specific
algorithm on a specific set of data.

Paper prescription means a prescrip-
tion created on paper or computer gen-
erated to be printed or transmitted via
facsimile that meets the requirements
of part 1306 of this chapter including a
manual signature.

Password means a secret, typically a
character string (letters, numbers, and
other symbols), that a person memo-
rizes and uses to authenticate his iden-
tity.

PDA means a Personal Digital Assist-
ant, a handheld computer used to man-
age contacts, appointments, and tasks.

Pharmacy application provider means
an entity that develops or markets
software that manages the receipt and
processing of electronic prescriptions.

Private key means the key of a key
pair that is used to create a digital sig-
nature.

Public key means the key of a key
pair that is used to verify a digital sig-
nature. The public key is made avail-
able to anyone who will receive
digitally signed messages from the
holder of the key pair.

Public Key Infrastructure (PKI) means
a structure under which a certification
authority verifies the identity of appli-
cants; issues, renews, and revokes dig-
ital certificates; maintains a registry
of public keys; and maintains an up-to-
date certificate revocation list.

Readily retrievable means that certain
records are kept by automatic data
processing applications or other elec-
tronic or mechanized recordkeeping
systems in such a manner that they
can be separated out from all other
records in a reasonable time and/or
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records are Kkept on which certain
items are asterisked, redlined, or in
some other manner visually identifi-
able apart from other items appearing
on the records.

SAS 70 Audit means a third-party
audit of a technology provider that
meets the American Institute of Cer-
tified Public Accountants (AICPA)
Statement of Auditing Standards
(SAS) 70 criteria.

Signing function means any keystroke
or other action used to indicate that
the practitioner has authorized for
transmission and dispensing a con-
trolled substance prescription. The
signing function may occur simulta-
neously with or after the completion of
the two-factor authentication protocol
that meets the requirements of part
1311 of this chapter. The signing func-
tion may have different names (e.g.,
approve, sign, transmit), but it serves
as the practitioner’s final authoriza-
tion that he intends to issue the pre-
scription for a legitimate medical rea-
son in the normal course of his profes-
sional practice.

SysTrust means a professional service
performed by a qualified certified pub-
lic accountant to evaluate one or more
aspects of electronic systems.

Third-party audit means an inde-
pendent review and examination of
records and activities to assess the ade-
quacy of system controls, to ensure
compliance with established policies
and operational procedures, and to rec-
ommend necessary changes in controls,
policies, or procedures.

Token means something a person pos-
sesses and controls (typically a key or
password) used to authenticate the per-
son’s identity.

Trusted agent means an entity au-
thorized to act as a representative of a
certification authority or credential
service provider in confirming practi-
tioner identification during the enroll-
ment process.

Valid prescription means a prescrip-
tion that is issued for a legitimate
medical purpose by an individual prac-
titioner licensed by law to administer
and prescribe the drugs concerned and
acting in the usual course of the prac-
titioner’s professional practice.

WebTrust means a professional serv-
ice performed by a qualified certified
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public accountant to evaluate one or
more aspects of Web sites.

[75 FR 16304, Mar. 31, 2010]

EFFECTIVE DATE NOTE: At 75 FR 16304, Mar.
31, 2010, §1300.03 was added, effective June 1,
2010.

§1300.04 Definitions relating to the
dispensing of controlled substances
by means of the Internet.

(a) Any term not defined in this part
or elsewhere in this chapter shall have
the definition set forth in sections 102
and 309 of the Act (21 U.S.C. 802, 829).

(b) The term covering practitioner
means, with respect to a patient, a
practitioner who conducts a medical
evaluation (other than an in-person
medical evaluation) at the request of a
practitioner who:

(1) Has conducted at least one in-per-
son medical evaluation of the patient
or an evaluation of the patient through
the practice of telemedicine, within
the previous 24 months; and

(2) Is temporarily unavailable to con-
duct the evaluation of the patient.

(c) The term deliver, distribute, or dis-
pense by means of the Internet refers, re-
spectively, to any delivery, distribu-
tion, or dispensing of a controlled sub-
stance that is caused or facilitated by
means of the Internet.

(d) The term filling new prescriptions
for controlled substances in Schedule III,
IV, or V means filling a prescription for
an individual for a controlled sub-
stance in Schedule III, IV, or V, if:

(1) The pharmacy dispensing that
prescription has previously dispensed
to the patient a controlled substance
other than by means of the Internet
and pursuant to the valid prescription
of a practitioner that meets the appli-
cable requirements of subsections (b)
and (c) of section 309 of the Act (21
U.S.C. 829) and §§1306.21 and 1306.22 of
this chapter (for purposes of this defi-
nition, such a prescription shall be re-
ferred to as the ‘‘original prescrip-
tion’’);

(2) The pharmacy contacts the prac-
titioner who issued the original pre-
scription at the request of that indi-
vidual to determine whether the prac-
titioner will authorize the issuance of a
new prescription for that individual for
the controlled substance described in
paragraph (d)(1) of this section (i.e., the
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